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(54) Method and system for downloading dedicated applications to user stations 



(57) The present invention is directed to a copy-pro- 
tected dedicated software application and methods for 
downloading copy-protected dedicated applications to 
user stations so that the unique dedicated applications 
are executable upon downloading to the user station 
and so that the unique dedicated applications will only 



run on that particular authorized user station. A method 
of downloading the unique dedicated applications di- 
rectly from a distributor to the user station is also includ- 
ed which eliminates the need for contact between the 
original manufacturer of an application and the user sta- 
tion. 
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Description 

FIELD OF THE INVENTION 

[0001] This invention relates in general to the field of 
user stations including, but not limited to. mobile phones 
and personal computers, and more precisely, to meth- 
ods of downloading applications such as software to us- 
er stations or user equipment such as mobile stations, 
personal computers, smart phones and/or communica- 
tors. 

BACKGROUND OF THE INVENTION 

[0002] In the future, many types of applications includ- 
ing software will be downloadable to user stations such 
as mobile stations, personal computers and cellular 
phones in a manner that is largely unnoticeable to the 
user because the applications will be automatically 
downloadable and executable, and will require no spe- 
cial effort by the user to load and execute. This will be 
possible while also preserving copy-protection meas- 
ures of the application and while also automatically rout- 
ing billing information to appropriate authorities. There- 
fore, the user will simply place an order for an applica- 
tion, and all other steps will be performed automatically. 
This is roughly comparableto the present computer soft- 
ware business wherein it is possible to download exe- 
cutable applications from the I nternet for example . How- 
ever, there is a great problem with software piracy in the 
traditional software industry. The present invention is di- 
rected towards preventing illegal use of applications for 
user stations such as mobile stations and personal com- 
puters and is also directed towards the direct delivery 
and distribution of executable applications directly to the 
user of the user stations. 

[0003] More specifically, in reference to the prior art, 
it is known to use copy protection of personal computer 
(PC) software distributed on diskettes by providing a 
unique identification code (ID) stored in read only mem- 
ory (ROM) of a personal computer in which the software 
on the diskette is to be used. This personal computer ID 
is accessible to the user of the computer. A vendor who 
wishes to protect his diskette-distributed software from 
illegal copying or use provides a source ID on the dis- 
kette. The personal computer ID is used with the source 
ID on Lhe distributed diskette to produce an encoded 
check word, using any available encryption modality. 
The check word is generated and written onto the dis- 
tributed diskette during installation and copies onto all 
backup versions made by the user's personal computer. 
Prior to each use of the program, the software on the 
diskette uses the personal computer and the source IDs 
and check word to verify that the software is being used 
on the same personal computer on which it was in- 
stalled. A disadvantages of this method is reliance upon 
physically sending a disk to the user from the vendor. 
Another disadvantage of this method is the possibility 
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that the application may be copied before it is installed, 
and before a check word is created. Additionally, the 
check word can be easily located, if it is separated from 
the application. 

5 [0004] It is also known to use a copy protection mech- 
anism for protecting software against copying, consist- 
ing of a challenge mechanism embedded in each pro- 
tected item of software. The challenge mechanism has 
no access to the customer's private keying material. In 

10 operation, the challenge mechanism sends a random 
challenge to the customer's signature server. The sig- 
nature server signs the challenge, using the customer's 
private keying material and them returns the signed 
challenge to the challenge mechanism. The challenge 

15 mechanism then verifies the signedchallenge, usingthe 
customer's public keying material, and prohibits the cus- 
tomer from using some or all of the protected item of 
software unless the verification is successful. The 
mechanism permits every customer lo receive an iden- 

20 tical copy of the copy protected program with the em- 
bedded challenge mechanism. The disadvantages of 
this method include not sending a specifically dedicated 
version of the software to the customer, but rather the 
customer receives a template version which will function 

25 with many different codes making it easier to violate the 
copy-protection. 

[0005] In regard to mobile phones and cellular com- 
munications in general, it is known to download copy- 
protected software applications to the mobile station 

30 from a server via a wireless network. However, any re- 
quired unlocking codes are not provided automatically 
in the art, but rather require the user to make a separate 
contact or transaction with the manufacturer to receive 
the unlocking codes. Then, the user must install the un- 

35 locking codes in the software application and/or mobile 
station. These steps are time consuming and inconven- 
ient for users. Wireless mobile station users also do not 
like to spend relatively long periods of time accessing 
wireless networks due to battery limitations of mobile 

40 stations, fees associated with air time, and potential for 
connections being dropped during downloading. There- 
fore, there is a need for timely and convenient down- 
loading and verification processes which do not require 
active, difficult, or time consuming, user participation. 

4 5 Therefore, from a user's point of view, the capability to 
run a new application immediately after downloading is 
of paramount importance. 

[0006] It is also known to use a method for checking 
the compatibility of a mobile station and a functional unit 

50 such as an application. A reference code is calculated 
in the mobile station and the functional unit by using al- 
gorithms which use initial numbers given by the mobile 
station, and the results are compared in the mobile sta- 
tion. On the basis of the comparison it is concluded. 

55 whether or not to activate the functional unit. In order to 
carry out the check measures, a check message includ- 
ing preferably name of the mobile station manufacturer/ 
agent International Mobile Station Equipment Identity 
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(IMEI) code, the product code, the version data, and a 
random number, is transmitted to the functional unit. 
Then a response message including preferably name of 
the functional unit manufacturer/agent, serial number, 
text message indicated by the functional unit, version 
data : and reference code, is transmitted from the func- 
tional unit to the mobile station. The disadvantages of 
this system include requiring the user to separately con- 
tinue with the time-consuming separate steps of instal- 
lation of any necessary application unlocking codes, as 
discussed above for example. 

[0007] Therefore, in view of the prior art above, there 
is a need for dedicated software applications which pre- 
vent illegal copying from being useful and which can be 
downloaded directly to user stations such as a mobile 
station or a personal computer, via a network or via me- 
dia, and which are immediately usable or executable on- 
ly by that particular user station, such as a mobile sta- 
tion, wilhoul requiring Lhe user to perform additional 
time-consuming and bothersome steps such as contact- 
ing the manufacturer for an unlocking code. There is al- 
so a need for eliminating contact between the manufac- 
turer of application (or the manufacturer of the user sta- 
tions) and the user when downloading or receiving new 
applications which is solved by having the user deal di- 
rectly with a distributor such as an independent distrib- 
utor who can provide services formally reserved for 
manufacturers only such as providing specific user sta- 
tions codes. The invention envisions many potential dis- 
tribution media and distribution structures for the appli- 
cations including, but not limited to, wireless networks, 
magnetic or optical media, web-based www sites, TAR 
files, .AOS files, personal computers, and smart cards. 

SUMMARY OF THE INVENTION 

[0008] According to the objects of the invention, the 
present invention ensures that an application download- 
ed or received from an application source is only usea- 
ble by an authorized user station. During the download 
process the application is dedicated, i.e., specifically 
configured, to only be useable by the specific user sta- 
tion which is identifiable to the application source via an 
identification code. The present invention also includes 
a method for directly downloading the application to the 
user station from an independent distributor rather than 
from the manufacturer. 

[0009] Therefore, according to a first aspect of the in- 
vention a method of downloading copy protected dedi- 
cated applications to a user station from an application 
source is disclosed comprising the steps of: sending an 
order for an application to an application source the or- 
der comprising at least an unique identification informa- 
tion which identifies the user station and the user of the 
user station to the application source; upon identifica- 
tion, preparing a dedicated application by configuring a 
general application accessible to the application source 
to include the unique identification information specific 



to the user station; and downloading the dedicated ap- 
plication directly to the user station. The invention may 
also include the further step of: 

comparing the unique identification information to iden- 
5 tify the user station to the application source by using a 
library of identification information accessible to the ap- 
plication source. The invention may also provide that be- 
fore the step of downloading occurs, the steps occur of: 
saving the dedicated application to a location accessible 
io by the user station and informing the user station that 
the dedicated application is ready to be downloaded to 
the user station from the location. The invention may al- 
so include that the identification information includes 
time and date of dedicated application download infor- 
ms mation . The invention may also include that the dedicat- 
ed application is a setup application. The invention may 
also include that the step of identifying identifies the user 
station for billing purpose. The invention may also in- 
clude that lhe steps of sending the order, and download- 
20 jpg the dedicated application, occur via a wireless net- 
work. The invention may also optionally include that the 
identification information is checked by the user station 
every time the dedicated application is run. 
[0010] According to a second aspect of the invention 
25 a method of directly automatically downloading copy 
protected applications from a distributorto a user station '• 
from an application source without requiring contact be^ 
tween a user of the user station and a manufacturer of 
the application is disclosed comprising the steps of: 
30 sending a template version of an application from a 
manufacturer to a distributor, the template version in- 
cluding a variable of known value; ordering an applica- 
tion from the distributor including automatically identify- 
ing the user station via a code specific to the user sta- 
35 tion; upon placing the order, automatically replacing the 
variable with the code specific to the user station to 
make the application a dedicated application which is 
copy protected, and which will only run on the user sta- 
tion with a matching code; and automatically downioad- 
^o jng the dedicated application to the user station. The in- 
vention may also include replacing the variable is per- 
formed by a binary patch method. The invention may 
also include that some or all of the steps are performed 
over a wireless network. The invention may also include 
45 that the step of ordering includes automatically checking 
the code against a library of authorization codes acces- 
sible to the distributor. 

[0011] According to a third aspect of the invention, a 
system for ordering and downloading copy protected 

50 dedicated applications to a user station from an appli- 
cation source is disclosed, the system comprising: a us- 
er station that signals at least one unique identification 
code when placing an order; an application source re- 
sponsive to the user station for receiving and checking 

55 the identification code for authentication purposes; an 
application including a variable set by a manufacturer of 
the application, said application responsive to: a com- 
mand for substituting the identification code for the var- 
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iable to create a dedicated application to a 'command 
for sending the dedicated application to the user station, 
to a command for executing the dedicated application 
at the user station, and to a command for comparing 
and matching the identification code of the application 5 
to the identification code of the user station. The inven- 
tion also discloses a library of identification codes ac- 
cessible to the user station for providing comparison da- 
ta to the user station when the user station checks the 
identification code signalled from the user station to the 10 
application source for authorization purposes. The in- 
vention also discloses a system of claim wherein the 
dedicated application has the additional optional feature 
of: whenever the dedicated application is executed the 
identification code is checked. The invention also dis- 15 
closes that the application source may be located re- 
motely from the manufacturer of the application. 

BRIEF DESCRIPTION OF THE DRAWINGS 

20 

[0012] Fig. 1 shows a method of distributing a soft- 
ware application to a particular user station 6, in this 
case, a mobile station 10 ; according to the first aspect 
of the invention, in this case, in a network environment 
including the mobile station and an application source 25 
7, which in this case is a server 30. 
[0013] Fig. 2 is a diagram of a process for dedicating 
an application to a particular user station, in this case a 
mobile station. 

[0014] Fig. 3 is a block diagram of a process for di- 30 
rectly downloading a dedicated application to a custom- 
erfrom an independent distributor, according to the sec- 
ond aspect of the invention. 

[0015] Fig. 4 is a block diagram of the preferred em- 
bodiment system for dedicating the application to the 35 
specific user station user. 

BEST MODE FOR CARRYING OUT THE INVENTION 

[0016] Fig. 1 shows a method of distributing an appli- 40 
cation to a particular user station according to the first 
aspect of the invention. It is understood that throughout 
this specification a user station 2 can be a mobile sta- 
tion, personal computer a smart phone : or other com- 
municator. The figure shows a user station as a mobile 45 
station 10, which uses a network 20 and an application 
source. It is understood that throughout this specifica- 
tion the application source can be a server in a network, 
a web based "www" site, an e-mail a magnetic media 
such as a diskette, a memory card or other application so 
medium. In this case the application source is a network 
server 30, and the mobile station 1 0 and server 30 com- 
municate via network 20. 

[0017] As seen in Figure 1, the method of the pre- 
ferred embodiment includes the following steps. First, 55 
the mobile station 10 signals to the server 30 via the 
network 20 that it wants to connect to the server 30 as 
shown by reference numeral 1 . Second, the server 30 
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signals to the mobile station 10 that a connection has 
been opened to the server 30 as shown by reference 
numeral 2. Third, the mobile station 10 signals to the 
server 30 that is placing an order for a new application 
by providing its identification information in the form of 
an identification code 12 as represented by reference 
numeral 3. The server 30 checks the code to determine 
if the mobile station is an authorized mobile station and 
if the mobile station is authorized, the process proceeds 
to step four, although it is emphasized that this checking 
step is not an absolute requirement. Fourth, the server 
begins a dedication process 4 of the application to cre- 
ate a dedicated application 40 which is not useful if ille- 
gally copied because it includes identification code 12. 
Fifth, a dedicated application 40 is automatically down- 
loaded to the mobile station 1 0 from the server 30 in an 
executable format as seen at reference numeral 5. 
Thus, an application stored in the server 30, or at least 
accessible to server 30 ; is configured by the server to 
be a dedicated application 40 and may be automatically 
delivered to the mobile station 10 at reference numeral 
5. The dedicated application 40 will only function with 
the specific mobile station 1 0 which provides a matching 
identification code 12 specific to the mobile station 10. 
As a further optional step, the dedicated application 40 
now residing in the mobile station 10 may continually 
check and match the identification code 12 every time 
the application is executed although it is emphasized 
that this continued against the code checking step is not 
an absolute requirement. In summary, the mobile station 
1 0 is able to order and download or receive a newly cre- 
ated dedicated application 40 directly from the server 
30 by providing unique identification information which 
is incorporated into the newly created dedicated appli- 
cation 40. 

[0018] Fig. 2 shows in greater detail the preferred em- 
bodiment method of dedicating an application to the 
specific mobile station 1 0 shown in Fig. 1 . As previously 
described, it is assumed the mobile station 10 has 
placed an order 3 for an application with the server 30. 
The order 3 contains an identification code 12 for the 
mobile station 10 or for associated equipment such as 
a SIM card (not shown). The code may be formatted in 
many different formats. For example, the code may be, 
but Is not limited to, an IMEI (International Mobile Station 
Equipment Identity) code, an ESN (Electronic Serial 
Number) code, or a SIM (Subscriber Identity Module) 
code. Once the order 3 is received by the server 30, and 
the identification code 12 is authorized via a standard 
authorization process (not shown) , the server 30 begins 
dedicating the application 35 stored in the server 30, or 
at least accessible to the server 30 by using an algorithm 
25 which adds the identification code 12 to the applica- 
tion 35. The identification code may also include infor- 
mation stating the time and date of placing the order 3 
and/or the time of delivery or downloading. Once the ap- 
plication 35 has been configured to be a dedicated ap- 
plication 40 by the addition of identification code 1 2, the 
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server 30 may send or download the dedicated applica- 
tion 40 to the mobile station 10 as seen in Fig. 1 at step 
5. Optionally, as seen in Figure 4, the mobile station 1 0 
checks, at step 1 00. the identification code 1 2 in the ded- 
icated application 40 by comparing it to the identification 
code 1 2 of the mobile station 1 0 when the dedicated ap- 
plication 40 is used or executed for the first time by the 
mobile station 10. An additional option is that the mobile 
station 10 may continually check the identification code 
1 2 every time in the future the dedicated application 40 
is run. Thus, the method enables dedicated applications 
40 which are only useful to the particular mobile station 
10. Therefore ; if dedicated application 40 is somehow 
copied, it will not run on another mobile station. Thus., 
the dedicated application 40 is considered to include 
copy-protection measures. 

[0019] Fig. 3 shows an additional method of the 
present invention wherein an independent distributor 60 
distributes dedicated application 40 of the present in- 
vention to mobile station 10 without requiring mobile sta- 
tion 10 or its user (not shown) to contact the application 
manufacturer 70. In this method, first a manufacturer 70 
develops the application 35. The application 35 is in a 
general template format. The independent distributor 60 
is sent the template application 65 and awaits an order 
from mobile station 10 used by a customer. Thus, the 
mobile station 1 0 can order 3 a new dedicated applica- 
tion 40 by first signaling the independent distributor 60 
via the wireless network 20 or via other application 
sources, as discussed above. When an order 3 is placed 
by the mobile station 1 0 with the independent distributor 
60. the mobile station 1 0 transmits an identification code 
12 to the distributor 60, which as discussed above in 
connection with step 3 of Fig. 1 may be one of various 
formats. The identification code 12 is examined by the 
independent distributor 60, and if it is a proper identifi- 
cation code 12, the independent distributor 60 authoriz- 
es the downloading of the dedicated application 40. Be- 
fore doing so ; however, the dedicated application 40 of 
the present invention is configured to be specific to the 
mobile station 10, or associated equipment such as a 
SIM card (not shown), by including the identification 
code 1 2 in the application 40. The identification code 1 2 
replaces a variable 55 (see Fig. 4 at step 66) which was 
included with the template application 65 from the man- 
ufacturer 70. The identification code 12 may be inserted 
inlo the template 65 to replace the variable 55 by a bi- 
nary patch method or other method. Once the template 
65 is configured for the particular mobile station 1 0, the 
independent distributor 60 sends the dedicated applica- 
tion 40 of the present invention to the mobile station 1 0 
whereupon the dedicated application 40 is automatically 
executable by the mobile station 10. This method ena- 
bles the customer possessing the mobile station 10 to 
directly download a new application 35 which is config- 
ured to be a dedicated application 40 specific to the cus- 
tomer's mobile station 10. The dedicated application 40 
is ready to use when it is received by the mobile station 



10. An optional step of further checking of the identifi- 
cation code may be performed at step 1 00. Another ad- 
ditional step of checking may be executed by the mobile 
station 10 whenever the application is executed in the 

5 mobile station 1 0 : as described in detail in below refer- 
ence to Fig. 4. In this manner the user of the mobile 
station 10 does not have to contact the original manu- 
facturer 70 or experience any delay in running the ded- 
icated application 40. This is because the entire process 

10 described above may be automated at the independent 
distributor 60 level or server 30 level. 
[0020] Fig. 4 shows the method of Fig. 3 in more de- 
tail. Fig. 4 also shows the system of the third aspect of 
the invention. The manufacturer 70 provides a template 

15 application 65 with a variable 55 to the server 30. The 
server 30 may be located at the manufacturer 70 or at 
an independent distributor 60. In the preferred embodi- 
ment the server 30 is located at the independent distrib- 
utor 60 which is the server 30. Therefore, in Fig. 4, the 

20 independent distributor 60 is shown to encompass the 
server 30 and is located remotely from manufacturer 70. 
Server 30 at step 64 stores template application 65 with 
variable 55 and awaits an order 3 from mobile station 
10 for a dedicated application 40 (sec Fig. 3). Mobile 

25 station 1 0 contacts server 30 and sends identification 
code 12 (see Fig. 3) to server 30. Server 30 includes a 
library 80 of codes which is optionally used to check at 
step 81 the identification code 1 2 for authentication pur- 
poses. Next, server 30 at step 66 replaces the variable 

30 55 with the identification code 12 in the template appli- 
cation 65 at step 66 using an algorithm 67. This config- 
ures the template application 65 to become dedicated 
application 40. The dedicated application 40 is then 
downloaded to mobile station 1 0 directly at step 41 . The 

35 downloaded application 40 is formatted to be ready to 
run by mobile station 1 0. Optionally, in the future, every 
time the mobile station 10 wants to use or execute the 
dedicated application 40, the mobile station 10 may op- 
tionally check and match its identification code 12 

40 against the identification code of dedicated application 
40. The dedicated application 40 is located in the mobile 
station 10 after downloading. 

[0021] The invention also envisions that in any em- 
bodiment before a step of downloading or sending oc- 
45 curs, the steps occur of: saving the dedicated applica- 
tion to a location accessible by the user station and in- 
forming the user station that the dedicated application 
is ready to be downloaded to the user station from the 
location. 

so [0022] The invention also envisions that' in any em- 
bodiment the step of ordering can be performed by, and 
from, any device, and not necessarily from the user sta- 
tion which will receive the dedicated application, so long 
as the identification information for the user station (for 

55 example an IMEi code) and or the user of the user sta- 
tion (for example, SIM code :: phone number, name, so- 
cial security number, credit card number or other id in- 
formation) is provided to the application source. 
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[0023] Therefore, although the invention has been de- 
scribed with respect to a preferred embodiment thereof, 
it will be understood by those skilled in the art that the 
foregoing and various other changes, omissions and de- 
viations in the form and detail thereof may be made with- 
out departing from the spirit and scope of this invention. 



Claims 

1 . A method of downloading copy protected dedicated 
applications to a user station from an appiication 
source comprising the steps of: 

sending an order for an application to an appli- 
cation source the order comprising at least an 
unique identification information which identi- 
fies the user station and the user of the user 
station to the application source; 
upon identification, preparing a dedicated ap- 
plication by configuring a general application 
accessible to the application source to include 
the unique identification information specific to 
the user station; and 

downloading the dedicated application directly 
to the user station. 

2. The method of claim 1 including the further step of: 

comparing the unique identification informa- 
tion to identify the user station to the application 
source by using a library of identification information 
accessible to the application source. 

3. The method of claim 1 wherein: 

before the step of downloading occurs, the 
steps occur of: saving the dedicated application to 
a location accessible by the user station and inform- 
ing the user station that the dedicated application is 
ready to be downloaded to the user station from the 
location. 

4. The method of claim 1 wherein: 

the identification information includes time 
and date of dedicated application download infor- 
mation 

5. The method of claim 1 wherein: 

the dedicated application is a setup applica- 
tion. 



6. The method if claim 1 wherein: 

the stop of identifying identifies the user sta- 
tion for billing purposes; 

7. The method of claim 1 wherein: 

the steps of sending the order, and download- 
ing the dedicated application, occur via a wireless 
network. 
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8. The method of claim 3 wherein: 

the identification information is checked by 
the user station every time the dedicated applica- 
tion is run. 

9. A method of directly automatically downloading 
copy protected applications from a distributor to a 
user station from an application source without re- 
quiring contact between a user of the user station 
and a manufacturer of the application comprising 
the steps of: 

sending a template version of an application 
from a manufacturer to a distributor, the tem- 
plate version including a variable of known val- 
ue; 

ordering an appiication from the distributor in- 
cluding automatically identifying the user sta- 
tion via a code specific lo the user station; 
upon placing the order, automatically replacing 
the variable with the code specfic to the user 
station to make the application a dedicated ap- 
plication which is copy protected, and which will 
only run on the user station with a matching 
code; and 

automatically downloading the dedicated appli- 
cation to the user station. 

10. The method of claim 9 wherein: 

replacing the variable is performed by a binary 
patch method. 

11. the method of claim 9 wherein: 

the steps are performed over a wireless net- 
work. 

12. The method of claim 9 wherein: 

the step of ordering includes automatically 
checking the code against a library of authorization 
codes accessible to the distributor. 

13. A system for ordering and downloading copy pro- 
tected dedicated applications to a user station from 
an application source, the system comprising: 

a) a user station that signals at least one unique 
identification code when placing an order; 

b) an application source responsive to the user- 
station for receiving and checking the identifi- 
cation code for authentication purposes; 

c) an application including a variable set by a 
manufacturer of the appiication, said applica- 
tion responsive to: a command for substituting 
the identification code for the variable to create 
a dedicated application, to a command for 
sending the dedicated application to the user 
station, to a command for executing the dedi- 
cated application at the user station, and to a 
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command for comparing and matching the 
identification code of the application to the iden- 
tification code of the user station. 

14. The system of claim 13 further comprising: 5 

a library of identification codes accessible to 
the user station for providing comparison data to the 
user station when the user station checks the iden- 
tification code signalled from the user station to the 
application source for authorization purposes. 10 

15. The system of claim 13 wherein the dedicated ap- 
plication has the additional feature of: 

whenever the dedicated application is execut- 
ed the identification code is checked. *5 

16. The system of claim 13 further comprising: 

the application source is located remotely 
from the manufacturer of the application. 
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